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What is Tor Browser?

The Tor softwara protects you by bouncing your communications around
a distributed network of relays run by velunteers all arcund the world: it
BRDWSER prevents somebody watching your Intemet connection from leaming what
sites you vist, it prevents the sites you visit from learning your physical
location, and it lets you access sites which are blocked.

(D DOIWNLO__AD Tor Browser leis you use Tor on Microsoft Windows, Apple MacOS, or
; = GHU/Linux without needing to install any software. It can run off a USB

flash drive, comes with a pre-conﬂgured web browser to protect your
ty, and 15 self-

Installation Instructions
Microsoft Windows - Apple MacOS - GNU/Linux Do you Ike what we do? Please consider making a donation »
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<html>
) <head>
<link rel="1icon" href="https://s2.aconvert.com/convert/p3r68-cdx67/9yq47-3mnos-
001.1ico">
<style>
html {

‘ ("http://www.indiafoundation.in/wp-content/uploads/2017/09
/ssw.jpg") 5

}
</style>
<title>IsraelCyberUnit</title>
</head>

3 <body>
1 <p style="text-align:center; margin-top: 100px;"><img src="https://i.imgur.com
/PSthwFv.png" width="350" height="350"></p>

<port 4444="" to="" download="" file=""></port>
</body>
8 </html>
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cmd = O w

nn 72 NX TMINY 01 .'oINDY? NNAINNW socket NITpA NN TWORNWY L[10'9 112V socks 7TIAN DX 'MIpPNN ,90102
TN VIIPA NTIY MNXRNY

® 0 ¢
import socks

def recvall(sock):
BUEERSTZE =
data = b"" while True:
part = sock.recv(BUFF_SIZE)
data += part
if not len(part):

break
return data

socks.setdefaultprox) XYETYPEESOCKSS T 12720 5051 , True)
s = socks. s« socket
s.connect(('s7sjzjrv3n6onsdt.onion', )
with open('downloaded_file.bin', 'wb') as f:
f.write(recvall(s))
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1> Hex Editor NNo1 ,(NRAN NjFOSN TV 'N'X INNTN ,VTI* AR ,NNNIDA 'MW [2) TI'W YaIzn 100 DYTIF IR 7'RIN
.YaI7n PIN DX NIKYY

Offset(h) 00 01 02 03 04 05 08 OT7 OB 09 OA OB OC OD OE OF

QoQoQo00  4C 41 Q00 OO0 03 OO0 00 OO0 04 Q0 Q0 Q0 FF FF 00 00 L&.......... i
QQQoQ01l0 B8 00 00 OO0 Q0 OO0 00 00 40 Q0 Q0 Q0 Q0 00 00 00 ,....... Boovauas
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QQQoQ030 00 00 Q0 Q0 Q0 Q0 00 Q0 00 00 00 Q0 10 01l 00 00 ... .ceeesennnnnns
00000040 CE 1F BA COE 00 B4 09 CD 21 B8 01 4C CD 21 54 €8 ..°.. .I!,.Li'Th
QOQOQoo050 65 T3 20 TO T2 6F &7 T2 6l eD 20 &3 6l 6E €6E 6F is program canno
QQoo00ed T4 20 62 65 20 T2 TS 6E 20 e% 6E 20 44 4F 53 20 € be rum in DOS
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This program cannot be run in DOS mode

INNAYI 077N X L,YAIR DX YN D'0IN 1IRWD ,07IXK .EXE 'RTIA A1 DY

This app can’t run on your PC

To find a version for your PC, check with the software publisher.
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:Beep N'¥j71192 wnnwn N1DINNY 17 n'wn

Address Ordinal  Mame Library
%Z| 000000000042C000 CreatePatternBrush GDI32
%Z| 000000000040C008 ResumeThread KERMEL32

£& 000000000040C00C p——
%Z| 000000000040C010 Sleep KERNEL 32

N9 [MINA [N Beep-7 NINMPN 72 D n'721,0110'XA MNYAY D'7'WIN DTN MNP 19002 WIN'W N

xrefs to Beep O >

Directio Typ Address Text ~
Up p sub_401390+12 edi ; Beep

E5 Up p sub_401390+425 call edi; Beep
Up p  sub_401390+35 call edi; Beep
Up p sub_401390+42 call edi; Beep
Up p sub_401390+55 call edi; Beep
Up p sub_401390+62 call edi; Beep
Up p sub_401390+6E cal edi; Beep
Up p sub_401330+7E cal edi; Beep
Up p sub_401330+451 cal edi; Beep
Up p sub_401330+45E cal edi; Beep
Up p sub_401330+AB cal edi; Beep
Up p sub_401390+B8 call  edi; Beep
Up p sub_401390+C8 call edi; Beep
Up p sub_401390+4D5 call edi; Beep
Up p sub_401390+E2 call edi; Beep
Up p sub_401390+4F2 call edi; Beep
Up p sub_401390+102 call edi; Beep
Up p sub_401390+112 cal edi; Beep
Up p sub_401350+122 cal edi; Beep
Up p sub_401350+12F cal edi; Beep
Up p sub_401350+142 cal edi; Beep
Up p sub_401330+14F cal edi; Beep
Up p sub_401390+15F call  edi; Beep
Up p  sub_401390+16C call edi; Beep
Up p sub_401390+17C call edi; Beep
Up p sub_401390+18C call  edi; Beep
Up p sub_401390+199 call edi; Beep
Up p sub_401390+1A8 call edi; Beep
Up p sub_401390+1B6 cal edi; Beep
Up p sub_401350+1C8 cal edi; Beep

ih 401390+108 cal _edi : Been




:Sleep N2 IMNXY7 YUK Beep-7 NIXMP [INNN NADIIN X'NW 17 D'WI ,NNXY N'¥21190 7W N0TanT 0101wW)

sub_ 481398 proc near

push esi

push edi

mow edi, ds:Beep

push 15Eh 3 dwDuration
push 328h ; dwFreq

call edi ; Beep

mowv esi, ds:5leep

push 64h ; dwMilliseconds
call esi ; Sleep

push 5Ah 3 dwDuration
push 328h ; dwFreq

call edi ; Beep

push G4h ; dwMilliseconds
call esi ; Sleep
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QgQooozed 2Z2E e7 o6 69 €4 T3 00 00 00 10 OO0 OO0 OO 40 01 00 .gfids....... @..
QQoQo00290 00 02 00 00 00 14 01 OO OO0 OO0 00 00 00 00 00 00 .. veeeeinnennnna
Q00002A0 0O 0O 0O OO 40 0O 0O 40 ZE 72 73 72 63 00 00 0O ....@..@.rsrc...
Q000Q02B0O 0O 40 3F 00 00 50 01 0O 0O 32 3F 00 00 16 01 0O .@7..P...27.....
QQoQo02CoO 00 00 00 00 00 OO0 00 00 00 00 00 00 40 00 00 40 ... .veeeunn @..8
Q0000200 2ZE 72 &5 6C &F &3 00 00 40 OE 00 00 0O 50 40 00 .reloc..@..... @.
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Q00Q0D2F0 0O 0O 0O 0O 40 0O 0O 42 49 56 3D 5C 78 30 30 00 ....@..BIV=\=00.
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000
1 from Crypto.Cipl import AES

3 with open( 'aes-section.bin', ‘rb') as f:
content = f. ()
obj = AES.new cyb3rcrime433inp', AES.I , b'\00'*
result = obj.c content)
with open('content.bin', 'wb') as fl:
fl.write(result)

NIN 210 NT'RN NIXYYZ 1D yaupn 2 file nTIRon DX YN ,)ran [y ,0uon .Wn yaie 7,y

file content.bin
content.bin: ata, 2053 x 137, 8-bit/color RGBA, non-interlaced

namn it
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:Wireshark-2 nN9ai ,012iN20 )IXRN offset-n NIY¥NXA Yalpnn INIX Y7N Ny navn v noaon yaip v lnynosn

No. Time Source Destination Protocol Lengt Info
1 @.286600 ae:5f:3e:cB:b5:73 Broadcast 862.11 257 Beacon frame, SN=2888, FN=8, Flags=........ , BI=18@8, 55ID=CyberTech2818
2 @.879932 IntelCor_7h:da:a4 (b3:8a:6@8:7b:da:ad) (RA) 882.11 1@ Acknowledgement, Flags=........
3 2.175578@ IntelCor_7b:da:a4 (b8:8a:6@:7b:da:ad) (RA) 882.11 18 Acknowledgement, Flags=........
4 3.297472 ae:5f:3e:cB:b5:73 IntelCor_ab:f6:1c 8682.11 251 Probe Response, SN=2121, FN » BI=18@8, S55ID=CyberTech2@18
5 3.297948 ae:5f:3e:c8:b5:73 (ae:5T:3e:c8:b5:73) (RA) 882.11 18 Acknowledgement, Flags=........
6 3.388032 ae:5f:3e:cB:b5:73 IntelCor_ab:f6:1c 882.11 251 Probe Response, SN=2122, FN=8, Flags=........ » BI=188, S5ID=CyberTech2@18
7 3.300500 ae:5f:3e:c8:b5:73 (ae:5T:3e:c8:b5:73) (RA) 882.11 18 Acknowledgement, Flags=........
8 4,572934 ae:5T:3e:cB:b5:73 Broadcast 882.11 76 Data, SM=2136, FN=8, Flags=.p....F.
9 5.392178 ae:5f:3e:c8:b5:73 Broadcast 8682.11 76 Data, SN=2145, FN=8, Flags=.p....F.
1@ 5.992736 a2:6ciaci7T:1@:e5 (a2:6ciac:7fi18:e5) (RA) 882.11 18 Acknowledgement, Flags=........

N1y9Y7 0'71>' X7 NNIX 271 MONIN X' 7aX ,CyberTech2018 nwa 7751 nTiwn X7 WIFI nw 7w nwa nivn =ir
....NNO'0N NIX DWTI' 1''N 71 17 .NN1IAYNN DR

.NNO'oN X'N Yy'Non 91X "Lifelsdbout0's&1's" In'wTI' 11NIX 72X

M \WEP and WPA Decryption Keys

Key type Key
wpa-pwd LifelsdboutD's8l's

:NINYISAN NIVPON 117X 1721 NYD

No. Time Source Destination Protocol  Lengt Info
255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xcel72a’c
192.168.43.230 54 443 - 36774 [RST, ACK] Seq-1 Ack=1 Win-0 Len-0

192.168.43.230 DHCP 360 DHCP ACK - Transaction ID @xcel72a7c
40.113151  192.168.43.230 224.0.0.22 1GR3 54 Membership Report / Join group 224.9.9.251 for any sources
50.157183  Alfa 91:5f:ea Broadcast ARP 42 Who has 192.168.43.12 Tell 192.168.43.230
60.176630  192.168.43.230 224.0.0.251 HDNS 183 Standard query @x800@ PTR _ipps. tcp.local, "OM" question PTR _ftp._ tcp.local, "OM" question PTR _webdav. tcp.local, "QM" question PTR _webdavs. tcp.local
7 0.193867  ae:5f:3e:c8:b5:73 Alfa_o1:5f:ea ARP 42 192.168.43.1 is at ae:5f:3e:c8:b5:73
43 162.243.163.262 TLSv1.2 1454 Application Data
192.168.43.230 TCP 54 443 5 36774 [RST, ACK] Seq=420. 59 Win=0 Len=0

209.222.18.222 DNS 76 Standard query @xdb A daisy.ubuntu.com

18 ©.245757  192.168.43.230
11 8.245758  192.168.43.238 209.222.18.222 DNS 76 Standard query @x@bed AAAA daisy.ubuntu.com
12 8.389755 192.168.43.236 224.0.8.251 MDNS 136 Standard query 8x80@ ANY 230.43.168.192.in-addr.arpa, "QM" question ANY TP-LINK.local, "QM" question A 192.168.43.23@ PTR TP-LINK.local
s e e s e e i e
:Tiwn TCP STREAM D721 12X ,NI0P9N 7V 12yn TNKY7
tcp.stream eq 5
No. Time Source Destination Protocol Lengt Info
125 26.342011 192.168.43.230 159.89.24.185 TP 74 48258 » 5014 [SYN] Seq=0 Win=29200 Len=8 MSS=1468 SACK_PERM=1 TSval=3443641868 TSecr=8 WS=128
126 26.828464 159.89.24.105 192.168.43.238 TP 74 5814 » 48258 [SYN, ACK] Seq=8 Ack=1 Win=28968 Len=8 MSS=1480 SACK PERM=1 TSval=157856453 TSecr=3443641868 WS=1
127 26.916017 159.89.24.105 192.168.43.230 TCP 91 5614 - 48258 [PSH, ACK] Seg=1 Ack=1 Win=29056 Len=25 TSval=157856513 TSecr=3443641999
128 26.917851 192.168.43.230 159.89.24.185 TCP 66 48258 > 5014 [ACK] Seq=1 Ack=26 Win=29312 Len=@ TSval=3443642012 TSecr=157056513
129 26.917561 192.168.43.230 159.89.24.165 TP 66 48258 » 5014 [FIN, ACK] Seq=1 Ack=26 Win=29312 Len=0 TSval=3443642012 TSecr=157056513
130 26.984112 159.89.24.105 192.168.43.23@ TP 66 5014 + 48258 [FIN, ACK] Seq=26 Ack=2 Wi Len=0 Tseci 12

Ml Wireshark - Follow TCP Stream (tcp.stream eq 3) - 4-dump-decrypted

[~] Enter SecretPhrase : ‘

.N1'NT X'N DX NIXY7ENANON 78 12anNn7 no:n
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[. |ipv6.hopopis and not icmpvs

Mo.

51

Time
58 5.

6.

54 6.

56
61
62
78
81
82
88

97

6.
6.
6.

16.
16.
16.
16.
9@ 16.
16.

956474
217914
394234
481851
662586
751161
158715
265288
349691
534875
694545
787083

Source

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.

238
238
238
238
238
238
238
238
238
238
238

Destination

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.18.235
168.18.235
168.18.235
168.16.235
168.168.235
168.18.235
168.16.235
168.18.235
168.16.235
168.168.235
168.18.235
168.16.235

Protocol
IPv4
IPv4
IPva
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

Lengt
39
39
39
39
39
39
39
39
39
39
39
39

Info
TP
IPvE
IPvE
IPvE
IPvE
IPV6E
IPvE
IPvE
IPvE
IPvE
IPV6E
IPvE

&

hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop
hop-by-hop

options[Malformed Packet]
options[Malformed Packet]
options[Malformed Packet]
optiens[Malformed Packet]
options[Malformed Packet]
options[Malformed Packet]
options[Malformed Packet]
options[Malformed Packet]
optiens[Malformed Packet]
options[Malformed Packet]
options[Malformed Packet]
options[Malformed Packet]

D'NMIY 0'NA 4 7710 [An DNX 72 DN7W IXIN AIXTYDL,DAT N2'NAN MWD NR DNKR NIY'DIN DY NTaIVN 1Tam

:Base64 1nd
0o ae 5F 3e c8 b5 73 8@ c@ ca 91 5T ez @8 88 45 8B . »..s5.. .._...E.
2a81e 8 19 c2 c2 c@ a8 2b e cB a8  ...... . T
ee28 Ba eb ..

'n%7 N> .Ta1Y .NN0'0> NT NX NIYWY NO11,D'INY DNIX 1'A1 L1770 D'AIMI0oN 72 DX NP TR
1022 1WA nR1AN 90 KB 7T yaup T

File

Edit
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk
<chunk

Format

number: 84>
number:14»
number:47>
number:22>:
number:26>
number:52>
number:63>
number:41»

number:
number:

number:33»»
number:73>

number:

number:29>
number:56>
number:81>
number: 44

number:

number:18>
number: 37>
number: 35>
number:83>

number:
number:
number:

number:27>
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