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Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepted a message between notorious terrorists
discussing an imminent attack on targets world-wide.

Intel points to a popular chat website used by these terrorists to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good |uckl,
M
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. http://deceptionisland.xyz/challengel naim>2 7'nnn MANKRN

Cookies 7y 0012n 1aNK DD7W 27N 790N ,|2mMd ,XINY ,ChatMaster "D09NN" URYN INKX KIN MNRD

TIX NA0N DX .[9T9TA D7 DINYY NINAN NIFNYOXRNN 210111 V9NN .© VNVI'RA TNX
NX UTNN 7'NNn"7 IX7XN |9 T9 TN

DX N7 TIXN Y70m |57 .0MANKD ONXN NN'WY NNWAN 09107 DNIX 72m - nnwan e
A% ' challengeState n'zipn ON¥N NN'WT 1ANNAY 07 AWONN — NNANNA @
.N170IN0 U1 BRYN NN YW NTNITIR 7Y D'OND — NITIR @

8l Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Register
Login
L))
About us. ..

NN KI¥NY DIIPNA OXYN NN'WY DY) VIYD [27,]"IyN 12T DIY 12N NIV X7 'WXIN HTML-n 9T
.0'0o"NLN

Welcome to ChatMaster
Flease enter your registration information below:

AgentcC

agentC@maossad.org.il

a hint

SUBMIT !

YOAV STERNBERG YOAVST.COM



http://deceptionisland.xyz/challenge1

722m XN .G NINnn NN W P71, NNWY DITAD D'oNIY W'Y NYTIN D73 DK Anwann INXY
.17¢ NnwInn axn DA 117 90N YRNY YA UMIS5NYT .01 TNK YNANWN N90INY

Welcome to ChatMaster
Reijister Tharik you for registering with ChatMaster
= Due to high demand we are unable to add you to the site's member list at the mament.
De-register You have been placed on our waiting queue and will receive a message when your account is achvated. Wa are currently limited to adding a single user per day
‘We are working dibgently on upgrading our storage and promise (0 increase our user capacity very soon
Reaistmtion Status Flease stay tuned.
Login The ChatMaster™ team
L
About us

.AMYINN 2x¥NY7 0102

nnwann axn — 1 Janx

Welcome to ChatMaster

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Users on the waiting queue

AgentC
Mr.Li BOb
Dr. Drek
may_o_nez

tom_HW

.00 'RL]D DR 2NNNYT 7211 oM 36 TV 0 NTN NXPA L1197 D'wnnwn 36 W nINNNN 'Y AR
270 120 1AM0 NXP NWYIY NTH VAN 01917 0'7ann 17 vt

De- TN ;12 7V oI .MIW T¥2 M1 72nY |80 .0'7'07aX TA7n JS TIj7 YN X7 ANXKA D'9TAN TNX OX
PNWUNY NIPNYOX NN 117 W' .17W Wnnwnn DX 7R KN ,NIYY7 N XINY QN DX NIV register

1IN W' NNANNNN 7 10N NK YNANWA IX NN'YID [IYXIN UNNWYNN N2 Y1ANNN7 NIo17 e
NN 'K johndow ,NINNnn NN'YNA [IWRIN WNNWN? .wnnun DY ¥pan Kinl,NNo'o NdY 71w
.INNO0'0 NX 21127 7511 X7 371 NN0'0Y

?7¥1 72X .NINNNN NN'YIQ DRIYWRY NN NIRY )07 DNA7 NI017 e

TNX .|9TOTN 7W NIYPANN 'ONIVIX |9IXA 17 D'N7WIY DIININ 7Y 002NN KINW 17 [N ,JS 'R qT7 DX
:NNYINN 17002 NNw D 17'8 nxM1 .Cookies-n XIN 1770 0IMann
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VoOoONOOTUVUTDh WN R

Name i | Value I Domain E_Path ! Expires [ Max-Age | Size |
_ga GA1.2.2008231819.1403083080 | .deceptionisland.xyz : ! | 2019-05-05T12:06:24.0002 | 30|
_gid GA1.2.2102578082.1493985084 | .deceptionisland.yz ! ! | 2017-05-06T 12:06:24.000Z | 3
challengeState | VS9DTzFTajBycFVYUTRpMmEWWVU...| deceptionislandayz |/ | Session | 814 |
eu ‘ OWdibnRD | deceptionisland.xyz !;" | Session | 4]

NIN 'R N2 K71 TIRA )R PINN ANKD 2¥N XD N'w7wn .Google Analytics 7w [0 nnwxIN niravn 2
NIMIX DA VR NIMIXK DA N2 W' .NIXP KNI eu NXIPZ NWYIAIN NIV .D'N1AY IMIK 2TV D71 '
21721 ,base64 NIN 11 [IWXIN 2A7WUNY NANK N'N D"IWT7 ToMN ¢ NaNKRN 1197 0'' 19011 7'KIN NI
17w wnnwnin ow ,AgentC 7w base64 encode-1 N2ITn .2 PN .INWN 7w base64 XIN N'AIYN DIN DXN
WD DX NIV WA 0'wa .Mr.Li BOb ,nn'wia 1INK Xan'? NITANNY N011 X2 7DDNNNY7 N0 DX NNl

JAV11 ,NINN Wnnwnin oW 7Y base64-1

DIYQ DNX D'WIN? NITANN2 nin X7 ntn |NNOSN ANDY YnTN? 21wN

2y DN0IX ,1977-1"7wn ,'waivn 71In7 446 TV
nitnnn" 7y Noixn 441 q'yo XiIn MP'vn 9'yvon

441 0'9'vo T IR NI
JITANN2 NIdNDA NIZIYS

,IN IX 'N,ONK DTRD 212 a3 Nnn" D KN qon 7w N ."INX DTXD
"Dy I 10NN 12'T - NRINY nada

NINL,NNIR PN X7 MNKRD ?]12WNN DX PINNY7 N011 DX NN 72K 72N .AgentC 1INIRW A'¥N [TV INKRN

U' 0T DRTY NRDDD 797 0TI N1'TAn [INVA 72X ;02N DNYLYN .NINNNN Nn'wan Mr.Li BOb NX TN
,0'wUNNnYn 35-1 "aImw [11'n .DIAYN DX ZINNY1,NN'YID 11199Y D'YNNYNnn TNX 737 nitnnnY
NN NIX MUY (V90N 7Y NIDTYN INO0MA 7V [oN 117 U'T7) Developer Console-7 V9?0 AIND)
NN'YND NNKD [1AYNN 7Y Wnnwnn DwY

let usernames = [];
$('table[name="waiting 1list"] td').each((_, o) => usernames.push(o.innerText));
usernames.shift();

deregisterUsers(usernames);

function deregisterUsers(usernames) {

-}

if (usernames.length > @) {
const user = usernames.shift();
document.cookie="eu=${btoa(user)}; path=/";

$.get('http://deceptionisland.xyz/challengel/deregister’

deregisterUsers(usernames);

1)
} else {
location.reload();

}

> O = A
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Welcome to ChatMaster
ChatMaster Registration Status

There are 0 users before you in the registration queue.
You will get notified when your account is active.

Users on the waiting queue

AgentC

D192 11NIX .JaNNNY No1 LI'WdyY

| Welcome to ChatMaster
Welcome AgentC!
Chatroom membership
View all chatrooms
Active users

Logout

]

About us...

TNN OXYY? INIX 77220 XIN,07IX .010'N7 D'XIN 1INIX URY NT'X7 1IN27 117 YwoNn Chatroom membership
.Ta7a

Welcome to ChatMaster

Chat room selection

Available Rooms Selected Rooms

(50+ a i =
art
dating
news
politics SELECT

. E
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7NUXIY NRDID .0I'0YT79] 'WNNWNYT 71 TVIM XINELIY DION NTH '¥'9NW 117 MmIX View All chatrooms
2R YN
ONXA 0Y7'V9N D'WNNWNN NN'WY DX 117 a'vn Active Users

Welcome to ChatMaster
Recent active users on ChatMaster!

cheetah PLATINUM
ILove2*ack PLATINUM
H@ck3ru PLATINUM
chat\Wiz Admin
Justin There Regular
AgentC Regular

.OXX2 NNANN NIX 117 AWKRT? 11X 'DTRY AU TINN DR 72171 Chat Now 7V yn'7a1 ,uRX? N1ANNN7 No1 DX
NYPAN DX NXY7 TWURTZE'TRD 10XV 1ANNNYT NI017 Y7X1 .NDNYT N1 17 'K X

7V yn'71 ,nNaNNn? 771 ,jawnnn gnan ?"'nno'o 'mndv” W 1IN ' nNanNnn Y 10nay oIt
IMTRN 7¥ Ynnunn oY NX |'Tl NNO'0 '"MNDY

Welcome to ChatMaster
Forgot Your Password?

Please enter your usermname below:

User name

SUBMIT !

The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint

NTYY TN YN .password_hint X1j71w yalz awnn? 17 7' 0721 MIwR7 0101 DX

DLL-n nin'a — 1 7anKX
Zip yal 10T .PK-2 '7'nNn yalpn D 07211 Hex Editor-n MR NN91 .yalzn A10 nn DWW 12'N

Cffset (n) 00 Ol 02 03 04 05 06 07 0% 09 OA OB OC OD OE OF
00000000 03 04 14 00 Ol OO0 0% 00 17 AC 75 4A 59 74 [F......... -uJdyt

YOAV STERNBERG YOAVST.COM




.NNO'ON NX W' IDINAYW NKM1D .PassMasterExtension nwa dll yalz ! zip-n J1N2

Mame Size Packed Size Modified Created Accessed
|PassMasterExtension3_1.dll 21504 9762 2017-03-2122:32 2017-03-21 22:26 2017-03-21 22:26

.NN0'0 zip-7 W' 3 ,70311 X7 X ,IMIX Y707 no1N

Jdll-n nX 7221 ANIX P12 .docl X' NNo'on .XAN 1M1TAN '97 John the rippera wnnwa

t this problem to

TIi7 121N 7'onn (EXE md) PE yalp Xin DLL 1) .DLL-N 1N w' nn NIRTY? *TD PE-Bear N1dIN2 wnnwa
onipn

@ PE-bearv0.27 — m} %

File Settings Compare Info

v [ PassMasterExtension3_1.dIl X =« 580 4 90
DOS Header &
@ Dos stub 01 2 3 45 6 7 8 % ABCDE
v MNT Headers 233E 55 8B EC 83 7D OC 01 75 05 E& &8 -
Signature 234E 10 FF 75 OC FF 75 0% E8 BE FE FF i
File Header 2358 CZ 0C 00 55 8B EC €A 00 FF 15 08 [
Optional Header 236E 08 FF 15 30 40 00 10 €8 03 04 00 A
sectlon Headers 237E 00 10 50 FF 15 10 40 00 10 5D C3 5 u
¥ Sections
v B tet 238E 24 03 00 00 €A 17 E8 EF 08 00 00
= EP = 233F 235E 02 59 CD 25 A3 €8 €1 00 10 85 0D
of .rdata B .
o5 .data Disasm: .text  General DOS Hdr File Hdr Optional Hdr Section Hdrs Exports Imports
o .gfids o
i .rsrc -
i .reloc Offset Mame Value Meaning
4340 Characteristics 0
4344 TimeDateStarmp  58D1739F
4343 MajorVersion 0
4344 MinorVersion 0
434C Mame 5504 PassMasterExtension3_1.dll
4350 Base 1
4354 MNumberOfFunc.. 5
4358 MNumberOfNames 5
A5 AddreceOfFLRE 55R8
Details
Offset Ordinal Function RVA MName RVA MName Forwarder
4368 1 28BS0 55B5 Decrypt
] 436C 2 2BCO 55BD Decrypt2
4370 3 2B00 55C6 Encrypt
4374 4 2B30 55CE Encrypt2
| I 5 2C20 5307 Run |

PassMasterExtension3_1.dl

Opinions? Requests?



https://cybercrimetech.com/2014/07/how-to-cracking-zip-and-rar-protected.html
https://cybercrimetech.com/2014/07/how-to-cracking-zip-and-rar-protected.html

7901 117 W' [271,N¥IN YAl 1'K DLL .ANIX yNInY 1170 .Run NKI7IY QY2119 KX'™ YaIznw NIKYYZ N3
:DLL-N X Y7 Nan 7y (1019 W ctypes N'MD01 '"MYNNWN "IN .NI'NYON

1. ctypes
2. dll = ctypes.WinDLL("PassMasterExtension3_1.d11")
3. dll.Run()

J7IN"N NNO'o NX KIXNY 12'7Y 1% 71010 NNno'o X NWpAN KN D 07210 ,N'¥j71190 DX D'YNYD

ension3_1.d11").Run{)

:NIXNO0'0 190N 72771 ,yalj7n 7V strings NN YN DX

Pass1234567890ssaP e
AdminP@ssWOrd e
C2906BC87254 o
SEcretP@sS o

12 decompiler-2 wnNwN? Y71 'R WNNWN 7w nno'on X71,71n"0 NNo'o X7 X' [Nn NNX X D7IR
.Run n¥j192 ,DLL-n NX IDA-2 NN .AR'TAN 72V 2777 TWON DXNILTININ NNO'O NIK PTIA KIN Y'X 27

il i =]

5 Attributes: bp-based frame

Run_B8 proc near

var_1864= byte ptr —1B884h

var_4= dword ptr -4

push ebp

mov ebp, esp

moy eax, 16884h

call sub_186883918

mov eax, _  security_cookie

oK eax, ebp

moy [ebp+uar_4], eax

push offset aManagmentPassw ; “Hanagment password:irin®™

call sub_1@0e1820

1lea eax, [ebp+uvar_1884]

push eax

push offset as 3 tEsT

call sub_188681858

add esp, BCh

lea ecx, [ebpruar_1884]

call sub_188828F8

cmp eax, 1

jnz short loc_18082AD2
e (ol e =
lea ecx, [ebpruar_1884]
call sub_186882n80 loc_18862AD2: 5 UWrong!hrin™
lea eax, [ebp+var_1884] push offset allrong
push eax call sub_10001620
push offset aYourPasswordIs ; "Your password is: %syrin” nou ecx, [ebp+uar_U4]
call sub_186818208 add esp, 4
add esp, B xopr ecx, ebp
mou ecx, [ebp+uar_4] call ; _ security_check_cookie{x)
xor ecx, ebp nov esp, ebp
call 5 _ security_check_cookie({x)| (pop ebp
mou esp, ebp rektn
pop ebp Run_8 endp
retn




70T NN 1011 KIA .NAID1 NNO0'0Y N'AW NNO'0 |2 7'Tanw ,jump not zero NI ,jnz W' NN NIY '9D
.D'MYN INIXY NN0'0A 17N X7 NNO'ON MIX!' [IANY Nl N'ANIN

NNTAN NIN NIWA .YV NP Tan 2w 2777 parL,IDA )T DNt yin? [N 07N 112NdW U9Mj70N NN
:NIXAN NNTANY Process options

“ Debug application setup: win32 4
¥
Application | Ci\Python27\pythaon. exe - |
Input file | D:\Downloads\PassMasterExtension3_1.dll - |
Directory | D:\Downloads w |

Y7 "woKrn rundll32.exe niwn
.0Im12 naam xini dil-n entry point Parameters |-cﬁm|:lort ctypes; ctypes. WinDLL(PassMasterExtension3_1.dI0.Run(” V|

Cancel Help

[271 console application X7 X0 ,07IX
-0 DX NIXYY7I stdin 17 'TN7 D710 DR
.N'YA NRTY ,17W stdout

IDA-n NN'Y' DTI7NN V90N NX YN VIYD IXRY nix"? N1

I'78W DIMY7 IP NIX Ya1 0IWS ,NNIYT7 Y1IWD ANQYT 2A¥N] yNII jnz-n 7w NIIvA breakpoint-n NX 0'W)
YI9P'Y 0¥ IR

Synchronize with L4 l

% Switch to tource
[

JumptoIP [ 3
FEE W setlp Cr+N BEE
lea ECH, [ehp&uar Run to cursor F4
rall cuh FARMOAQ £ L - Tar TARM2OND = = "Ueann®iein''

070 DX NIKATZ NI 7Y F9 yn'711 71720 9102w retn-n NTIR92 9011 breakpoint n'wa

L=e Python2 M python.exe

NITIEoN 2 2 71200 .DLL-A '"12'win NX M1 JZ-7 INZ-n Nk Niw'? 0a nn
75-7 74-n (UKD N'AN DX NNYT7 W' TN 02 NRIN

YOAV STERNBERG YOAVST.COM



D'7AXXN NN'YY NXR'¥XN — 1 1anN

:Nno'on Dy chatWwiz-7 nanm

Welcome to ChatMaster

@ Recent chatroom membership approval:

o ORI s Request Action

Pending chatroom requests

Logout
=2

About us. .

User 'AgentC' would like to access 'sports’

.Y 2Nd N7 cheetah Nn PITA7 T2 ,OKXN YTTN7 01011 ,NYWPAN NIXK NNXY7 TWXN)

Welcome to the sports chatroom! (You are the only one in the room)

Hellol ___Anyone here?

- user cheetah has left the room...

['RYU NXIDW ATVILINWA [KD W' DR 7RY UNNWNN .ONT PINNY 01721 ,NN'wN2 ORY 1 TN 7D 7V 11ay) ox
MNT W D 2IR 7117 DlIonw View all chatrooms V'M9N7 MW NTY NI 712! .TIWN DD INWN . TAXR X
?ntn TIMyn "72an 750 N nIkY

:D'ORXN NN'YA NIR 7277 1D REST-2 wnnwn XINW 0721 ,17W D'2'ATN D'OURXD DAY 79 TIRa 70N0]1 DX

$(document).ready(function(){

$.getISON ('chatroomList', { u: 'apiuser', p: 'apipassword', utype: '1', rand: '62189305-
cabl-4b5d-a607-
f09847e1d2a7', a:'@', s: '1', g: '5', lat: '32.07973', long: '34.78369'}, populate)

117 0T D'ORYN MN'YY IR 727211 ,NYpan 79 17 010)

YOAV STERNBERG YOAVST.COM



1

- chatrooms: [

"Se+",

art",
"dating",
"news",
"politics”,
"sports™

am

N'MN M'wnn DR 7371 ,1-7 On a nxeL,0-7 1-n utype 'Y :nwpan 7w DMONI9N DY 7NWN TNKY

1

- chatrooms: |
"#just chat®",
*“-Mossad challenge solutions-",
"s@+",
"Mobile & gadgets",
"Platinum dancing club”,
__chatZpo ",
art”,
“"computing”,
"dating”,
"news",
"politics”,
"sports”,
el L WeRGBdsFury ! e

.D'UTNN D'7ARXNN TNXR 727 12NNNY N01I,AR7AN NN'YAN NIR 17 [N'Y UOMPON NIX MNKA 1Y)
DANKYT [NN9N DX 7710 jNNRN

Welcome to the —~!!WeRG0dsFury!!!~ chatroom! (You are the only one in the room)

Where are you my friends??? | am already here at The-bay-
watch'
Please hurry, and bring the “kandies”. | have a feeling we're being watched. .

JIYURAN MANKRA DX 1IN0l ,'1IU'|7'7 0101

YOAV STERNBERG YOAVST.COM



Success!

Well Donel

You have successiully finished your 1st mission.
This is your success token:

You may now send your token and contact info to the following

You can also collect and submit additional tckens by completing more challenges.

Take the Next Challenge

TL;DR

11N> "eu” NPIPN W '97 DNINKR D'YNNWYNA PN17 17 NMYONNAY NNUVIX N¥9 1INXn - ©
.DNIX PNINI D'YNNYNN 72 7y "aivw 71011177 JS 090

.NN0'0Y7 TN DMI0N YAl V'TAN ['ATNN WNNWNYW [IN¥N ©
.DLL yaij? n7 Rx' .John the Ripper , Niy¥nxa [9¥mMn ZIP-n yalp NX n¥7'n @

.IDA AN TN T NNIXK 12T python YW ctypes-2 win'y Niy¥nxa DLL-n X ¥ 0 @
2T 7227 9Q0XNT7 N71D'N DR MWD D21 'ATRN YNNWN? Nno'on NN Y7N'7 1In7xn
17¢ DUN DX 117 W'Y ORY

.GET-N NTIj792 D'0N19N '1'Y NIYXNKA NN'IN D'ORYXN NMN'WA NN INXN @

ANKN DX 1IN0 NN'YND JINNKRN X7 mmannn @

YOAV STERNBERG YOAVST.COM



NXY¥5 7101 — 2 1ANK

Challenge #2

Well done Agentl

The location you recovered was correct and we dispaiched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorisis have planted a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination.

We did however recover a of the bomb from the terrorist meeting.

QOur steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time___

Good luck!
M.

NMINNN — 2 1ANX

...NXX9 VIYD TOIMN 7W NINN .NXXD 7¢ NN I7J|7] .NINNN NKX T
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JN2IMA ODATAN NNKR NINNA TTIM INYN DRN |7I717 T zsteg X1j71¥ 'UNIVIX 1201 wnnen

root@kali: ~/Downloads (- 0

File Edit View Search Terminal Help

:~/Downloads# zsteg 0945c38c19f34dc780f37ccf3d520366.png
"\nKSV$-'\n"
“\\t {VyX_A—O "
"L2NoYWxsZW5nZTIvYmOtYg=="

lie

:~/Downloads# I

7w nu'7wn ™7 nvan . challenge2/bomb/ Xin 1121N .Base64 decoded string D'0M9nn TNRW NINT? 777
JININ YINTN7 772w INKYT D190 1ND 'RIL,NXYON

FIRMWARE ninta — 2 1anx

Ao

.""v ¥4 Remote Bomb Control System

Powered by iExplode™ . All rights reserved

Bomb Bemote-Control Menu

Explode Nowl!

Disarm Bomb

Manua! defuse

Bomb Info.

790 'Y NY'T'N NINNYT ,Explode now 7y YIN77 N"™oin NaIN '"Mwn 71T DITX NIN9) ARNY DTN 72 1nd
.T0INY% 72pPNNnT7 Y 13'02 NYWIIK NY'AD YAD NTY



Explode Now!!

Oops... We are sorryl
It seems that you have purchased the evaluation version.
The option is supported only in the Express versions (or above).
Flease contact support.

Jamd

NNO'ON NIX D'VTI' 1IXI NN NXX9N N7VON NX 7027 N71d' 117 790n Disarm bomb

Disarm Bomb
Please enter your admin password below to disarm the bomb

ATIV X7 X ,NXYON 7M017 N71Yn DXy 117 [N 27N NXXON 7N01 05N

Manual Defuse

Very Gently: cut the RED wire...

:NXXON 7V YN DX 771D 019N NNXN VNI9N

Model Number #BMB123%UKFG%22311 C-4 edition
Serial Number 0000000000000000001

Status Armed

Firmware Version [Explode™ 5 4 Beta edition

License None (Evaluation version)

Plastic (standard) Plugin Installed

Anthrax Plugin Not installed

Extra Damage Flugin Nozt installed

Mass Destruction Plugin Not supported

D'D0N 7-zip .90 YAl PINA 700w zip yal InT .firmware-n yaiz 17 T firmware-7 2wpn 72y yn'na
:D'¥APN '97 NIND'7 ,01711'7 7w NXON W' L 1DINA .I7W 210N 1NN NI727 I 'R TR ,INIX DA NINSY

YOAV STERNBERG YOAVST.COM



NUPNYT7 WA 07 .NXNON W DINVI'RN QT |'TN7 1Y NNIKY N¥X97 NNO'ON NN D'WONN 11NN
22 NI LHTTP-n 1210 'i¥n 795 0T nnww /var/www

Vary

% 1s

.iexplode.py NX [IWX1 N011 .79n017N 101 YaIPI 1270 NTAN L|I0''D '¥aP 2 A"pPna W
N2 TIPN DX NXN1 N0'1DN DY T'n

f do_login(environ, start response):

login data = environ[' i.input"].read(160)
data = parse_gs(login_data)

if datal’ "10e] =+
I's NotLoggedIn()

cookie str = str(uuida())
write new session(cookie str)

cookie pleCookie()
cookie[ "¢ onId"] = cookie str

RS nkie", cookie[” Id"].0utputString())])

oggedIn()

nouNY7 71721 .NX¥9N NX 77017 NNRIFO1M 2 P 117 MKW ,WINA NP 17'9X1 IX7 7nn0'on NXT M@ster TX 210
:NXXON 7N01 T 7W TN DX AKX

lef defuse page(environ, start response):

if environ["R 5
raise ErrorPage(’

defuse data = environ["w
defuse_data = parse q

if Pmgmt.CheckPassword(defuse data["
start_response(”200 ok", [("

.Pmgmt.pyc yalj7a X¥n1 NNO'ON NX PTIAW TIpN
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A17W NIY190 7D IR NIRYYT T2 module-n 7y dir yMan,j10o 719

NNO'ON NX NN'TNNY NI'X2119N NK N01

,17Y etc-7 framework-nn wizIaNn yaipn DX 7'My ./etc/iexprun yalpnn o7 TI'RN NIX NRIR N'¥71190
NNO'ON NX |'N .(NNKX NNO'0 W' YAl 727 :nwn) implosion-bomb X'n 7w nno'onw 7271 .a1w YNl
.NXX9N NN 71011

Success!

Well Donel

You have successfully finished your 2nd mission.
This is your success token:

You may now send your token and contact info to the following

You can also collect the last token by completing the final challengel

Take the Next Challenge

o1l

N71yon .PASS Xj7aw NIXNno'o 50 7w yn 7'on NInw 7371 ,Pmgmt yalpn 7V Uncompyle6 YN ox
NINN DIPN2 X¥NIY N2'RN DX NN'TNNL, /etc/iexprun yaljpa X¥niw 190nn DX DX GetPassword
vna
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NYIN N910n — 3 1ANK

Challenge #3

You did it againl

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities. ).

Additionally, we have been able to recruit an agent within the terrornist cell.

We are unable to maintain constant coniact with him as the agent is deep undercover.
However, he did manage fo post a to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

Thanks, and good luckl,
M.

INIX NN91 .(120 WIN AT N 271 Dumpcap 07" DX 7712 yalpn) pcap Yaig 7211 nyTinn DX 70
nN'wn .192.168.200.136 7 192.168.200.134 namdN |2 NN'Y 7w n910n 72711 Wireshark niy¥nxa
.TCP-1 ICMP ,0'"712101N9 2-2 Nyxann

NX2N N7NNNN DX 72571 Follow TCP stream nwyl DX

M Wireshark . Follow TCP Stream (tcp.stream eq 0) - 5fa96f985¢514a27a06e0823ffbA4460

220 (vsFTPd 3.8.2)
AUTH 55L
234 Proceed with negotiation.

IN'XY '019N NN9NN DX KIXN? 12'7Y .990 01192 719 WK ,SSL 7un FTP XInw FTPS 717101092 |8 "IN
:scapy NIYx¥nXa ICMP-n NIV NI7DNY YTNN DX 71T2) .AN'WN NY¥aINn
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p = rdpcap( 51

icmps = lambda pa i t, p)

Mess = set( ar : packs aw].load, icmps))
for

hallen

fchallen




./challange3/pkey xin 1wl /challange3/abcd Xin TNX ,0NIW'7 2 W'y NIKTYT N1

.private key 07nna XIN pkey yalpn .n*T9'RIA TOIMN 7w W7 NNT NKNIW VORL YAl XIN abed yalpn
-N DX q'on In71yn .secret XiIni ,ICMP-2 y'am Xin DA .17W passphrase-n NX 11X [TV 11NIX D7IR

X7 Yaipnw [217nn wireshark 071X .nnoxmn TCP Niwpan DX N9'W NIn 7V scapy-7 private key
openssl pkcs12 -export -nocerts -inkey pkey -out pkey12:InIX 1'01 .17'awAa 720 Nnd .17V AINKN VNI
Ja7nn X7 wireshark 1wy

M 550 Decrypt 7 x
IP address Port  Protocel Key File Password
192.168.200.34 990 ftp C:/Downloads/pkey12 secret

AR DX 72727 71D ftp W filter-2 wnnwa ,NiNvIon NIYzanwd 1'wdy

(W [fe
Ma. Time Source Destination Protor Lengt Info
29 6.293292 192.168.280.134 192.168.2808... FTP 187 Request: USER userl
30 6.293481 192.168.26808.136 192.168.288... FTP 129 Response: 331 Please specify the password.
36 8.332458 192.168.280.134 192.168.288... FTP 186 Request: PASS 1234
37 8.339872 192.168.280.136 192.168.288... FTP 118 Response: 238 Login successful.
39 3.348802 192.168.280.134 192.168.280... FTP 181 Request: 5YST
48 §.348365 192.168.288.136 192.168.288... FTP 114 Response: 215 UNIX Type: L&
54 18.492322 192.168.2008.134 192.168.2880... FTP 186 Request: (WD files
55 18.493155 192.168.280.136 192.168.2088... FTP 132 Response: 25@ Directory successfully changed.
61 12.884246 192.168.288.134 192.168.288... FTP 183 Request: TYPE I
62 12.884559 192.168.200.136 192.168.280... FTP 126 Response: 20@ Switching to Binary mode.
64 12.884698 192.163.200.134 192.168.2880... FTP 124 Request: PORT 192,168,2@88,134,184,54
65 12.884857 192.168.200.136 192.168.208... FTP 146 Response: 208 PORT command successful. Consider using PASV.
66 12.884986 192.168.288.134 152.168.288... FTP 183 Request: RETR 1
78 12.885393 192.168.2868.136 192.168.2088... FTP 157 Response: 158 Opening BINARY mode data connection for 1 (18121 bytes).
82 12.887645 192.168.200.136 192.168.288... FTP 119 Response: 226 Transfer complete.
92 16.411698 192.163.200.134 192.168.2880... FTP 181 Request: QUIT
93 16.412188 152.168.200.136 192.168.280... FTP 189 Response: 221 Goodbye.

N'NY ,NNY7UN YRR IR NIYDY7 10X LINIK NIXYYT 72109 T2 .00 "IN YAl N7WIY NIRYY [N
:NN9NN INIX DY ,INX VIS

M 551 Decrypt ? *
IP address Port  Protocol Key File Password
192.163.200.34 990  fip O:/Downloads/pkey12 secret
192.168.200.34 47158 ftp-data D:/Downloads/pkeyl2 secret

NNX NYjpa v ftp-data 7w 107'90 DX yIn7 710 1'wdy

(W [fpdata

Ma. Time Source Destination Proto Lengt Info
| 76 12.886735 192.163.208.136 192.163.288... FTP.. 182.. FTP Data: 18121 bytes
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VNS NINW xIsx DXV RIN 72X ,zip KIN 271 PK-2 7'NNN DINIX Yalpn Y2l 72721 N7 data-n X y7m
N7 1MoN PIoON 7w NIMPN N720 DR 72711 707K DY YAI7n R NN .zip 001N

1 |item price

2 [Milk 12894
3 Bread 6665
4 |Honey 1738
5 |Butter 23193
6 Eggs 24671
7 Tomatoes J066
8 |lce cream 11652
9 |Broccoli 10160
10 |Asparagus 15725
11 |Yogurt 21028
12 |Apples 15793
13 |Cheese 1032
14 |Pita Breac 1160
15 |Sugar 6941
16 |Flour 28133
17 |Cookies 20504

011 7'7IN D'OPTA'N .DTIZAN VOZLN YAIZ NN 117 W' ,0M90N 7 W' 210

with open("411310edod6c43eb8db50ddd20202421", 'r') as f:
text = f.read()

arr = [12894,6665,1738,23193,24671,7066,11652,10160,15725,21028,15793,1032,1160,6941,281
33,20504]

nn

5

6. result =
7. for i in arr:
8 result += text[i]
9.

10. print result

NANKN DX 1001 ,NAIND? wa " /challenge3/b3f5" 0'9Tn V9"PON

Success!

Well Donel

You have successfully finished all the challengesl
This is your final success token:

please send your token and contact info to the following

A pleasure as always! Uniil next time__
M.
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99
0077
:D'NAN D'WIRD 7Y DNTY K77 DNWONRNA 1IN N7 0T 7'"YTN NA'NDI MANKN [NNS

0170 TV INnY 7w DN e

,OIT'I 7w NZKNA DIPNA ES6-2 wIn'y'? NINnnn NN'w 7w 09700 NN QANDW — [ON 1Y e
TV D'ORXN NN'WA 7Y GET-N NTIRS 7w Dun19n 72 7V "avw a1wn 'DniL,ZSTEG-a wnnwin
D770 y¥nx

TN TAN DX 2UND7 'MNIK NDNY — DA70 NN @
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